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ﬂ Requirements

In order to proceed, you must have:

« Android 6.0 or later installed on the devices to be
provisioned. Earlier Android versions are less likely to
reliably work. Android 7.0+ recommended.

* A spare device with NFC to “bump” the devices to be
provisioned.

« NFC functionality enabled out of the box for devices to be vmware airwatch
provisioned.

« Afunctional AirWatch EMM solution in place.

» Android enterprise fully configured on your EMM
platform.

NFC provisioning is the earliest form of Android enterprise Work-
Managed enrolment and cannot be done remotely. Consider as
an alternative QR enrolment or DPC identifier enrolment; these do
allow enrolment remotely.




ﬁ Configure the relay

The Relay app must be installed on a spare device that is not
going to be enrolled onto the EMM platform.

Once downloaded from Google Play, open the Relay app, then
tap SETUP under Provision devices in a single bump (Android
6.0+).

Provision devices in a single bump
(Android 6.0+)

Configure Wi-Fi, provisioning and enrollment settings to
stage the device in a single NFC bump.

SETUP

Provision devices in 2 bumps (Android
5.0+)

Provision the device through 2 bumps. The first bump
configures Wi-Fi and provisioning settings. The second
bump configures enrollment settings.

SETUP
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ﬁ Configure the relay

Region
Local time
Time Zone
You'll now be presented several configuration options: _ ,
Greenwich Mean Time (Europe/London) v
» Region - Leave checked for local time
2 c . Locale
« Timezone - Set your respective timezone
« Locale - Set your preferred locale English (United Kingdom) N
o Wik SSID Wi-Fi
. . Wi-Fi Network *
« Wik Security Type
BAYTONET
«  WiFi Password Seouriy Type ¢
WiFi fields are mandatory, the time zone and locale are WPA -
normally automatically set. Wi Pacewond
Scroll down to continue.

D Advanced Settings

Provisioning Settings
Encrypt Device .

Disable System Apps
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ﬁ Configure the relay

|:| Advanced Settings

Provisioning Settings

Now, under Provisioning Settings ensure Encrypt Device is Encrypt Device @
enabled, and optionally Disable System Settings also if Disable System Apps
required.

Enrollment Settings
For Enrollment Settings input: Server

« Server URL (beginning with ds, not cn) ds801.awmdm.com
« Group ID of the Org group you're enrolling against
« Username

Group ID

androidenterprise

Username

« Password jason
If left blank, AirWatch will prompt for these details once the Password
device has completed provisioning. | eeeeeeeen |
If you have a locally-hosted agent, you may wish to update the Advanced
DOWD|Oad URL tOO. Agent Download URL

Use Default URL

Tap READY to continue.

READY
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o Bump the devices Tap to bearn

Locate the NFC radios on both the provisioning device and the
device to be provisioned.

Touch the two devices together until a sound is heard and an
animation played on the provisioning device. The device to be

provisioned should also indicate a successful connection has —
been made.

Tap the screen on the provisioning device in order to transmit
the NFC payload.

BUMP ONE

Ready to Bump!




ﬂ Begin provisioning

Once the NFC payload has been transmitted, the device being
provisioned will display a prompt with an overview of
monitoring capabilities.

You must accept the device being managed by the
organisation in order to begin provisioning.

Tap OK to proceed.

Your admin has the ability to monitor
and manage settings, corporate access,
apps, permissions, theft-protection
features and data associated with this
device, including network activity and
your device's location information.

To use theft-protection features, you
must have a password-protected screen
lock for your device.

Contact your admin for more inform-
ation, including your organisation's
privacy policies.

CANCEL
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ﬁ The device will provision e

Set up work device

The device will attempt to connect to the WiFi network

provided in the NFC payload and begin the provisioning
process.

Connecting to Wi-Fi...

This may take a few minutes.




ﬁ The device will provision

The device will attempt to download the DPC provided in the
NFC payload, install it and set AirWatch as the device owner.

This may take a few minutes.

The following prompts may include license acceptance,
agreement to services or finishing the setup Wizard. This
varies between OEMs, however when complete the device will
display a sparse home screen before the DPC launches.

©

Set up work device

Downloading the admin app...

©

Set up work device

Installing the admin app...

2

Set up work device

Setting the device owner...
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Shortly after Android enterprise provisioning is complete, the
DPC will automatically launch and begin enrolment (there is
no need to manually open the DPC from the home screen).

This is based on the AirWatch relay supporting auto-
enrolment with credentials embedded within the NFC
payload. If this data is not supplied, AirWatch will prompt for
enrolment credentials.

For Admins:

If using credentials, it would be more secure to do so in
conjunction with AirWatch device staging, allowing a user to
login from the agent rather than populating the NFC payload
with user credentials.

3 O 4 @ 00:44

) Login ID Verified...

\ Preparing environment for Work
Account registration

‘ / Registering work account...




ﬂ Enrolment complete

The device has now completed enrolment and will continue to
pull down applications and resources in the background if
configured.

You may tap the home (O) button to leave the DPC.

If a passcode policy has been configured, you will be
prompted to set one up shortly.

3 W4 @ 00:45

My Device Notificatiol

Owner: jason

LGE Nexus 5X

Android for Work - Work Managed Device
Connectivity Normal

Compliant

Device Status 3
Information on the current state of this device
Compliance N
Information on compliance status of this device
Profiles N
A list of profiles installed on this device
Managed Apps N
A'list of managed Apps on this device
About

>

Information about the agent

t

Send Data App Catalog

< O
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Jason Bayton

@ bayton.org
@ /in/jasonbayton
@jasonbayton

@ +JasonBaytonX
9 jason@bayton.org

Updates to this document can be found here:
Android enterprise provisioning guides
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